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Identity Theft 

Bupa       Private and Confidential      8 June 2011 3 



Member and Fund Employee Fraud 
• Member and Fund employee fraud are the smaller areas for recoveries 

• Significantly restrained where there is major system automation eg 
HICAPS, Eclipse, Hospital & Medical  EDI, as these are provider 
“controlled”. (Fund ancillary online claiming systems can be 
schizophrenic) 

• Occurs where they have the opportunity to “intervene” 

• Recoveries are cash (where they occur).  

• Behaviour change does not apply here in the same way as with a 
provider where they remain on the “books” but their billings drop 

• Memberships are cancelled, &, where there is a cost benefit, referred to 
the Police 

• Employees are terminated and referred to the Police 

• Costs of legal action, and restraints of industrial relations legislation, limit 
recoveries from their entitlement payouts 
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Patterns common to Members & Employees 1 
Potential methods of aberrant claiming in the absence of 
controls: 
• High frequency similar items for all persons on a membership on same or near 

dates 

• Frequent changes of service dates 

• High claim volumes 

• (Frequent ) changes of first name and date of birth example see appendix 

• No supporting documents for online ancillary claims 

• Service padding (ancillary) – pressure on providers for no MOOP 

• Member receiving a service for a condition they don’t have but that another member of 
the family has e.g. hearing aid, ortho shoes see appendix 

• Same person (agent) making claims for multiple memberships 

• Large no. of members  joining at same time and/or at same address see appendix 

• UPI (limit) surfing (ancillary) - pressure on providers for no MOOP 

• Conflicting hospital & ancillary service dates 
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Patterns common to Members & Employees 2 
Potential methods of aberrant claiming in the absence of 
controls: 
• False memberships w or w/o bank account “manipulation” (medical, ancillary) see 

appendix 

• Same addresses and bank accounts for multiple memberships see appendix 

• Claims not in keeping with member’s claims profile see appendix 

• Different claims made through different channels 

• Services not provided (medical, ancillary) example of periodontal and scale and clean 

• Multiple benefit payment methods for the same member on the same day 

• Non sequential claiming pattern (ex HICAPS) see appendix 

• Providing services on an unlikely day and/or time of service (ancillary) see appendix 
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Patterns common to Members & Employees 3 
Potential methods of aberrant claiming in the absence of 
controls: 

• Changing bank accounts, paying money to oneself and then changing bank account 
back  

• Policies created without any documentation 

• Large number of persons on a policy inc multiple twins see appendix 

• High frequency of multiple provider (same modality) outlets 

• High volume of non standard services for multiple family members eg orthopaedic 
shoes, aids and appliances 

• High volume of claims following the opening of a new policy 

• Different surname within a membership on a disproportionate number of policies 
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Patterns common to Members, Employees 4 
Potential methods of aberrant claiming in the absence of 
controls: 

• Claims when membership cancelled, death, table downgrade  

• Same services per membership per day on multiple policies see appendix 

• Service provision weekends, public holidays see appendix 

• Age inappropriate services see appendix 

• Multiple benefit payment methods for the same member on the same day at a branch 
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Indicators/Patterns – Members  
Potential methods of false claiming in the absence of controls: 

• Service geographic “hot spots” with high utilisation or high benefit payments (ancillary) 

• Doctor/provider shopping eg pharmacy 

• Multi member ring fraud (ancillary) 

• Claims lodged at different postcodes see example 

• Accident condition not shown as indemnity (hospital, medical) (run ICD 10 report) 

• Manufactured invoices 

• First premium payment dishonoured 

• Payment to members in hospital eg IVF ($2k) & second tier, OVC, outpatient consults public 
hospitals ($100-$300), look at staff for paid claims (provided by member or hospital) 

• Same Day hospital claims with hospital reception fraud and paid to member claim 
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Patterns – Fund Employees 1 
• Potential methods of false claiming in the absence of controls: 

• Backdating claims (23.5 months) on own or member’s policy 

• Processing same services all family members on same or similar days 
see appendix  

• High volume claims on a relatives policy eg, OVC  

• Manually processing a disproportionate percentage of claims from a 
CPOS provider see appendix 

• Over use of waiving waiting periods  

• Creating and closing a high volume of policies within a short period eg 
month see appendix 

• High frequency of high cost services see appendix 

• High frequency of changed service items to overcome system rejections  
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Patterns – Fund Employees 2 
• Potential methods of false claiming in the absence of controls: 

• Similar names on memberships 

• Membership processing date later than member join date 

• Significant payments made to Claims Assessor controlled 
memberships/bank accounts 
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Analytic methods – Members & Employees  

• SAS EG queries, use of patterns mentioned 

• Ultrasound queries as depicted in the screen shots eg  

• Bank account manipulation 

• High value items 

• Futrix 

• Base SAS queries 

• SAS Enterprise Miner queries eg UPI (limit) surfing 
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Analytic methods – Members  
• SAS EG queries, use of patterns mentioned eg 

• Use of new joins report 

• Ultrasound queries as depicted in the screen shots eg  

• Bank account manipulation 

• High value items 

• Top 40 

• Online processed with no receipts 

• Futrix 

• Base SAS queries 

• SAS Enterprise Miner queries 
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Appendices 
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Doctor Shopping by Members ? 
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Fraud Pattern Membership 

16 

• The weakness in the pattern was the use of the same e-mail address for 2 policies;  

• Without that, ....... 
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Bank Account Manipulation 
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Claims inconsistent with member’s age and claims profile 
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Date of 
Birth 

Age at 
Service Service Date Description 

26/07/2011 0 Sat, 10 Mar 2012 Optical: Frame For Prescription Lenses 
26/07/2011 0 Sat, 10 Mar 2012 Optical: Frame For Prescription Lenses 
15/12/2009 1 Mon, 15 Aug 2011 Optical: Frame For Prescription Lenses 

5/03/2011 1 Thu, 10 May 2012 Optical: Frame For Prescription Lenses 
5/03/2011 1 Thu, 10 May 2012 Optical: Frame For Prescription Lenses 

29/05/2009 2 Sat, 30 Jul 2011 Optical: Frame For Prescription Lenses 
29/05/2009 2 Sat, 30 Jul 2011 Optical: Frame For Prescription Lenses 
29/05/2009 2 Sat, 31 Mar 2012 Optical: Frame For Prescription Lenses 
29/05/2009 2 Sat, 31 Mar 2012 Optical: Frame For Prescription Lenses 
17/08/2009 2 Fri, 25 Nov 2011 Optical: Frame For Prescription Lenses 
17/08/2009 2 Fri, 25 Nov 2011 Optical: Frame For Prescription Lenses 
15/12/2009 2 Sat, 08 Sep 2012 Optical: Frame For Prescription Lenses 
15/12/2009 2 Sat, 08 Sep 2012 Optical: Frame For Prescription Lenses 
15/12/2009 2 Sat, 08 Sep 2012 Optical: Frame For Prescription Lenses 
15/12/2009 2 Sat, 08 Sep 2012 Optical: Frame For Prescription Lenses 

3/02/2010 2 Sat, 12 May 2012 Optical: Frame For Prescription Lenses 
3/02/2010 2 Sat, 12 May 2012 Optical: Frame For Prescription Lenses 

 



High Value Item with Long Delay in Claiming 
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Date 
Processed

Policy 
Number

Policy Holder 
Name

Date of Service Service Type Provider Name  Provider 
Charge 

 Loss 
Comments

2/01/2009 41032350 Lilian Munn 5/06/2007 Podiatry P Barry 750.00$            500.00$               
High value 
item waiting 18 
month to claim

8/01/2009 40723934 Olive Clark 30/12/2007 Dental K Marshall 1,250.00$         440.00$               High value 
item waiting 12 
month to claim

9/01/2009 3357183 Petra Williams 13/02/2008 Dental V McCabe 1,495.00$         400.00$               
High value 
item waiting 12 
month to claim

21/01/2009 40294837 Antonio 
Arancio

19/11/2007 Dental Y Koh 1,000.00$         425.00$               
High value 
item waiting 12 
month to claim



Frequent changes of birthdate and first name 
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Claims not in keeping with member’s age and claims profile 
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Date of 
Birth 

Age at 
Service Service Date Description 

26/07/2011 0 Sat, 10 Mar 2012 Optical: Frame For Prescription Lenses 
26/07/2011 0 Sat, 10 Mar 2012 Optical: Frame For Prescription Lenses 
15/12/2009 1 Mon, 15 Aug 2011 Optical: Frame For Prescription Lenses 

5/03/2011 1 Thu, 10 May 2012 Optical: Frame For Prescription Lenses 
5/03/2011 1 Thu, 10 May 2012 Optical: Frame For Prescription Lenses 

29/05/2009 2 Sat, 30 Jul 2011 Optical: Frame For Prescription Lenses 
29/05/2009 2 Sat, 30 Jul 2011 Optical: Frame For Prescription Lenses 
29/05/2009 2 Sat, 31 Mar 2012 Optical: Frame For Prescription Lenses 
29/05/2009 2 Sat, 31 Mar 2012 Optical: Frame For Prescription Lenses 
17/08/2009 2 Fri, 25 Nov 2011 Optical: Frame For Prescription Lenses 
17/08/2009 2 Fri, 25 Nov 2011 Optical: Frame For Prescription Lenses 
15/12/2009 2 Sat, 08 Sep 2012 Optical: Frame For Prescription Lenses 
15/12/2009 2 Sat, 08 Sep 2012 Optical: Frame For Prescription Lenses 
15/12/2009 2 Sat, 08 Sep 2012 Optical: Frame For Prescription Lenses 
15/12/2009 2 Sat, 08 Sep 2012 Optical: Frame For Prescription Lenses 

3/02/2010 2 Sat, 12 May 2012 Optical: Frame For Prescription Lenses 
3/02/2010 2 Sat, 12 May 2012 Optical: Frame For Prescription Lenses 
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